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Abstract

Most of the IoT applications require real time and secure exchange of information among
connected devices and hence, currently, security of communication protocols is becoming key
topic of research. MQTT, a lightweight communication protocol, is used for real time
communication between networks. Authors have reviewed numerous published researches on
secure MQTT protocol for IoT networks and have discovered security loop holes of MQTT
communication protocol that are needed to be addressed. This article proposes a secure and
real time MQTT protocol by incorporating SSL certificate to MQTT broker for IoT
applications without data loss. The research has been implemented in Raspberry Pi 3B system
using Python 3.4.10 development platform along with Numpy 1.11.1 and scipy 0.18.0 (for
mathematical analysis), paho-mqtt 1.5.0 (for MQTT publication/subscription), and
Chromium (for displaying research outcome). The outcome of this research shows that the
proposed MQTT protocol has tighten security during exchanging information over IoT
networks without any loss of data.
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1. Introduction
IoT has been revealed a hot topic of research and innovation around the
world right now. Internet of Things applications in various
fields for instance medical, agriculture, food, production,
horticulture, space, mining and many more are getting
popular as they are making human being life easy, simple,
smart, safe, relaxing and secure (Ahmed, Rahman, & Hoque,
2020). Therefore, numerous entities incorporating research
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such as home automation, biomedical devices, automatic greenhouse for
agriculture or smart farming etc., security as well as loss of information is a
growing matter of concern right now (Hakim, Uddin, & Hoque, 2020).
Researchers around the world are working on how to make this essential [oT
mechanism safe and secure as majority of the IoT applications require real
time and secure communication for instance medical applications (Hoque,
Ahmed, & Hannan, 2020).

MQTT has been used as a de facto standard for coordinating communication
of 10T network applications for long time. Even though it has some security
issues, no other alternative has yet been developed (Hoque, Kabir, &
Hossain, 2018). So, researchers are concentrating on how to make MQTT
communication more secure than ever to ensure trustworthiness to loT
applications user. It has been appeared that security can be compromised not
only on client side but also on broker of MQTT infrastructure and hence
issues of security must be considered in both ways (Kabir, Rashid, Gafur,
Islam, & Hoque, 2019).

Internet of Things and MQTT both are took-off now. Mosquitto is the
first MQTT broker which is open source. It was created around 2008. And in
2014 it became the name of Eclipse Mosquitto project (Hoque, Ahmed,
Uddin, & Faisal, 2020). The open source MQTT client libraries were
published in 2012 as Paho project C, Python, JavaScript and Java. And since
then, it is growing day by day. The most remarkable things are the broker
version 3.1.1 becomes OASIS standard in late 2014 and MQTT turn into an
ISO standard in 2016 (Sharma, Hossen, Islam, & Hoque, 2018).

The main objective of this article is to propose a secure and real time
MQTT protocol for IoT application without compromising any loss of data.
In this regard, a clear and step by step procedure for securing MQTT has
been presented in this paper. The procedure has been begun by tightening
usage control in MQTT communication protocol. This step has been done
by continuously observing mutable attributes related to data, the
environment or the subscriber itself for the purpose of imposing the
constraint on subscriber’s rights to access information (Rahman & Khan,
2008). The research has been implemented in Raspberry Pi 3B system using
Python 3.4.10 development platform along with Numpy 1.11.1 and scipy
0.18.0 (for mathematical analysis), paho-mqtt 1.5.0 (for MQTT
publication/subsctiption), and Chromium (for displaying research result).
The output of this research shows that the proposed MQTT protocol has
tighten security during exchanging information over IoT network without
any loss of data.
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After the introductory section, the rest of article is organized as follows:
Literature review sections begin right after this section that reviews existing
works relevant to home automation system. In this section, authors have
identified some short comings on existing literatures that need to be resolved
for better home automation system. Section 3 provides the solutions of the
problems identified in literature review section by designing a state-of-the-art
home automation system. Section 4 illustrates the implementation process
and subsequent section presents conclusion and future direction of this
work.

2. Literature review

Authors have reviewed substantial amount of literature related to MQTT
based IoT communication. Among them few notable literatures that cannot
be missed out are presented in this section.

According to Bansal and Garg (2019), MQTT is a lightweight real time
transmission protocol that is fully adaptable to emergency services like
vehicle accidental notification system. They used vibration sensors, Node
MCU, Adafruit cloud, IFTTT applet to send notification regarding vehicle
accident via SMS in their research on MQTT. This research has been used as
a baseline for our research which is a real time and emergency
communication through all kind of 10T application without any data loss.

Singh, Rajan, Shivraj, and Balamuralidhar (2015) presented a secure
version of MQTT communication named SMQTT-SN in their research on
secure MQTT for IoT applications. In their work they have incorporated
some added security features such as lightweight Elliptic Curve
Cryptography based policy attribute encryption on MQTT communication
that enhanced security. However, some security flaws such as key revocation
during group subscription and publication are big concern for SMQTT-SN
that has been identified during implementation stage of their research.

Lee, Kim, Hong, and Ju (2019) analyzed the relationship between delay
and associated loss of data according to QoS measure in their recent work on
MQTT. Rigorous analysis has been done by the researchers on MQTT
communication in this paper that incorporate subscribe client, publish client
(both wired and wireless) and broker server etc. The outcome of this
research depicted that message loss under varying payload has been
significant impacted by end-to-end delay in communication. However, the
behaviour under numerous Quality of Service measure is remain in doubt.

In the scenario of Wireless Sensors Network (WSN) based IoT
infrastructure where a middleware is required between sensors and server for
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flawless MQTT communication. A recent study on performance analysis
between MQTT and Constrained Application Protocol (CoAP) using a
common middleware in the case of loT application shows that MQTT
communication has significantly low data loss and negligible delay in
communication compare to its counterpart (Upadhyay, Borole, & Dileepan,
2016: 2-3). A similar trend has been revealed in another research on health
information sharing using IoT where MQTT come out as a clear winner in
case of WSN based loT applications network (Katsikeas, 2017: 1198-1199).

3. Materials and methods

In this section, the authors have described the components required to test
the proposed MQTT protocol that is outlined in the following section 3.2.
Besides, the authors have presented methodology that has been followed for
successful research outcome.

3.1. Hardware and software components

The research has been implemented in Raspberry Pi 3B incorporating
1.2GHz 064-bit quad-core Arm Cortex-A53 CPU with 1GB RAM and
Raspbian operating system has been used to run the system. Besides, Python
3.4.10 has been used as premier development platform along with Numpy
1.11.1 and scipy 0.18.0 for mathematical analysis as well as paho-mqtt 1.5.0
has been used for MQTT publication/subscription. An MQTT mosquitto
broker has also been installed within raspberry pi. The research outcome has
been displayed graphically by the use of Chromium.

3.2. Proposed architecture of MQTT

Figure 1 illustrates the proposed MQTT architecture where a client is
regarded as any electronic medium that is able to communicate with broker.
In the proposed system few (PC, Mobile, Laptop, numerous sensors and
even a server) of many such devices has been projected. The responsibilities
of a broker in MQTT architecture are immense for instance it needs to be
active all the time to coordinate the communication with its connected
clients. The coordination begins by identifying clients and then authorizing
those clients by using secure authentication method. Afterwards, broker
coordinates messages that have been received from various clients and
publish those messages that have been received from subscribe clients. There
is only one constraint in the MQTT architecture which is a broker only
communicates one client at a given time while maintaining connection with
all.
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Figure 1: The proposed architecture of MQTT

3.3. Basic MQTT configuration
The method of this proposed MQTT secure communication system in IoT
applications start with configuring Mosquitto server as Mosquitto MQTT
broker has been used as out-broker. First of all, status of the broker needs to
check as broker must be up and running to test the proposed system. Figure
2 shows the status of the Mosquitto MQTT broker used in this system:
pifraspberrypi: systemctl status mosquitto.service
e mosguitto.service - Mosquitto MQTT v3.1/v3.1.1 Broker
Loaded: loaded (/1lib/systemd/system/mosquitto.service; enabled; vendor preset
Active: active (running) since Sat 2020-01-18 18:00:00 +86; 1 weeks O days ag

Docs: man:mosquitto.conf(5)
man:mosquitto(8)

Main PID: 520 (mosquitto)
Tasks: 1 (limit: 22@0)
Memory: 2.2M
CGroup: /system.slice/mosquitto.service
L 520 /usr/shin/mosquitto -c /etc/mosquitto/mosquitto.conf

Figure 2: Mosquitto MQTT broker status
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After confirming broker status as active (running), the status of WebSocket
connection is needed to checked. WebSocket retrieves the values from
mgqtt.js file as such connect() function inside mqtt.js file is required to be
configured. Figure 3 depicts the configuration variables of connect()
function:

function connect() {
console.log("Connecting to server")
var hostna = "192.168.0.111";
var port 9001";
clientId = "attendanceWeb_" + makeid() + String(Date.now());
var keepAlive = Number(18);
var timeout = Number(3);
client = new Paho.MQTT.Client(hostname, Number(port), clientId)ﬂ
client.onConnectionlLost = onConnectionlost;
client.onMessageArrived = onMessageArrived;
var options = {
invocationContext: {host: hostname, port: port, path: client.path, clientId:
clientId},
timeout: timeout,
keepAliveInterval: keepAlive,
useSSL: true,
cleanSession: true,
reconnect: true,
onSuccess: onConnect,
onFailure: onFail

}s

client.connect(options);

Figure 3: connect() function configuration

Connect() function in the above Figure 3 has number of variables such as
hostname, port number, session and connection etc that are responsible for
successful connection. After successful configuration of mqttjs file, the
status of WebSocket is checked this is shown in the figure 4 below:

G f]| Bemens Consde Somes Newok Peomarce Memoy Appicaion Secuty Auis :

B e v O Filer Defautevels v

g mtt.js:23
Connecting to server natt. js:106
(lient Connected nqtt.js:d7
Subscribing to: Topic: client/accesslog . QoS: @ natt.js:189
Successfully subscribed to client/accesslog natt.js:150

¥ | >x

Figure 4: Status of WebSocket

The status of WebSocket in the above figure 4 shows that the clients are
connected to the server and are ready to communicate.

3.4. Secure MQTT configuration
There are mainly three security mechanisms such as authentication, identity
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and authorization should be kept in any researchers mind when it relates to
sensitive communication in real time using IoT infrastructure. There are two
ways that can be used to make IoT network secure such as Username and
password approach and SSL approach. In order to make secure MQTT
communication throughout IoT network, username and password
authentication can be added initially and on top of that, SSL certificate can
be implemented.

3.4.1. Username and password approach

Using authentic username and password, the Mosquitto MQTT broker can
be configured as to require client authentication before broker connection
established or permitted. Even though, a clear text username and password
combination is not secure without transport encryption like ssl, it is good
first step to restrict access to a broker easily using username and password
authentication. The restrictions forms are client id, topic, QoS,
username/password etc which all are implemented in this MQTT broker.
After implementing all the credentials to broker, it is now task for client to
add all these credentials to connect, publish and subscribe with maintaining
all the restrictions.

For configuring the Mosquitto broker, there are some steps need to be
done such as a file for storing password need to be created as well as
mosquito.conf file need to be reconfigured to force to use password from a
password file that has been created earlier.

3.4.1.1. Creating and using a password file
To create the password file, osquito_passwd utility file, which has been
install during the installation of mosquito broker need to be used. There are
numerous ways to create password file however the following way is the best
procedure (terminal command) that is used for this system.

osquito_passwd -b passwordfile secure secureconnection

The following figure 5 depicts the creation of a password file.

pi@raspberrypi:

pi@raspberrypi: cd /etc/mosquitto/
pi@raspberrypi: mosquitto_passwd -c pasﬂ]

Figure 5: Creation of password file



34 TTUC Studies, 17

Figure 6 shows the status of secure password.

pifiraspberrypi: ‘ s
mosquitto.conf pass
pi@raspberrypi: ) cat pass

secure:$6$63qxfteFjUzgmggHSSrbPTRNT1E76010d7bNSVbCQmk4KU7MRIAS1T 1bnZt 11RyzwwkX4f
Z)pm]quRJuSSebJthOJD-lSdmOquX ==
pifiraspberrypi: [ﬁ

Figure 6: Mosquitto secure password

Now it is the time to use the password file through mosquito.conf file.
At first, in the Raspberry Pi the password file that has been created earlier
needs to be copied to the directory etc/ osquito. Afterwards, osquito.conf
file needs to be reconfigured in such a way that MQTT communication use
password file to make the communication secure. There are two changes
have been made made. The changes made to osquito.conf file are setting the
password file path and also setting allow anonymous to false cause by default
it remains true.
Settings of osquito.conf:
password_file /etc/ osquito/password.txt
allow_anonymous false
After creating a password file and reconfiguring osquito.conf file,
osquito broker needs to be restarted in order to make the effect of such
changes. However, in Raspberry Pi, without restarting broker the file can be
reloaded using the following command:
kill-HUP 519
After executing the above command, the terminal shows that
moquitto.conf file is reloaded. Figure 7 depicts the console log status:

/usr/11b/xorg/Xorg :0 -seat seatd -auth /var/run/lightdn/root/:0 -no

p nfllp LXDE-p1
file /hone/pi/.config/openbox/ Lxde-pi-re.xml
sr/11b/chroniun- [chromiun-bro 7 --disable-quic --enab

519 mosquitto 20 0 8994 4668 4189 S 0.0 0.5 0:00.40 /usr/sbin/mosquitto - osquitto/nosquitto, conf
1193 p1 0 03 536 49288 S 0.0 8.3 0:09.53 /usr/Lib/chroniun-browser/chroniun-browser-v7 --type=renderer --fiel
1478 pi : off al =

1479 p1 ® 0 3649288 5 0.0 8, 0(’0 56
1376 pi 20 0 341N 78536 49268 S 0.0 6.3 0:00.70
0 g 0 /usr/shin/thd --triggers /etc/triggerhappy/triggers.d/ --sacket /run

Figure 7: Console log status
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After successfully setting the username and password to MQTT broker,
username and password is added to mgqtt.js file for secure and authenticated
connection of WebSocket. Figure 8 shows secure WebSocket connection
configuration.

function connect() {
console.log("Connecting to server")
var hostname = "192.168.0.111";
var port = "9001";
clientId = "attendanceWeb_" + makeid() + String(Date.now());
var user = "secure”;

var passw = "secureconnection”;

var keepAlive = Number(18);

var timeout = Number(3);

client = new Paho.MQTT.Client(hostname, Number(port), clientId);
client.onConnectionlLost = onConnectionlost;
client.onMessageArrived = onMessageArrived;

Figure 8: Secure WebSocket connection configuration

3.4.2. SSL approach
In this approach, OpenSSL must be installed to generate all certificate files
using Raspberry Pi. To create SSL certificates, first step is to connect
Raspberry Pi using ssh. And then create a private key using following
command:
openssl genrsa -out mosqg-ca.key 2048

The command above will create a 2048-bit key called mosqg-ca.key. And

the result of this command is showing the figure 9 below:

pieraspberrypi:
Generating RSA private key,

e 15 65537 (0x10001)

Figure 9: Creation of 2048 bit private key

After creating the private key, the next task is to create an X509
certificate which will use the private key that has been created before. Now
after opening another terminal (directory must be the same), the private key
can be kept by writing the following code:

openssl req -new -x509 -days365 -key mosq-ca.key -out mosq-ca.crt
The following figure 10 shows the terminal after submitting the command:
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ut mosq-ca.crt

raDn.

Some-State]:Perugia

) [Internet Widgits Pty Ltd):
' [
ver FQDN or rﬂlIF name) []:mosquitt

Emaﬂ ~dd|

Figure 10: Key certificated

Now, we are ready to move on to create MQTT server certificate by
creating a CSR (Certificate Signing Request). Usually, before using the newly
created certificate it is required to send certification authority for verification.
Here, self-signed certificate has been used to avoid such complexity. The
following commands are used to create the certificate and required
credentials to use in our server:

openssl req -new -key mosq-serv.key -out mosg-serv.cst
openssl x509 -req -in mosg-serv.cst -CA mosq-ca.crt -CAkey
mosq-ca.key -CAcreateserial -out mosg-serv.crt -days 365 -sha256

3.4.3. Securing MOTT Mosquitto server

After creating secure private certificates, it is time to secure MQTT
mosquitto server for secure communication throughout IoT network. In our
system, three secure certificates listed below have been used:

1. mosqg-ca.crt
2. mosq-serv.crt
3. mosg-serv.key

In order to ensure SSL certificate to the mosquitto broker, few lines of
code from mosquitto.conf file are needed to be edited. The lines are given
below:

listener 1883

cafile /home/pi/ssl-cert-mosq/mosqg-ca.crt
certfile /home/pi/ssl-cert-mosq/mosqg-serv.crt
keyfile /home/pi/ssl-cert-mosq/mosq-serv.key
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Here, default MQTT mosquitto port has been changed to 1883 and
private certificates have been kept to the path /home/pi/ssl. Now, it’s time
to restart the mosquitto service by using following two commands:

sudo service mosquitto stop
sudo service mosquitto start

After successfully setup SSL certificate to MQTT broker, some security
options of mgqtt.js file must be changed for secure WebSocket connection
with web page to broker. Following figure 11 shows the secure WebSocket
connection.

invocationContext: {host: hostname, port: port, path: client.path, clientId:
clientId},

timeout: timeout,

keepAliveInterval: keepAlive,

useSSL: true,

cleanSession: true,
reconnect: true,
onSuccess: onConnect,
onFailure: onFail

Figure 11: Secure WebSocket Connection

Finally, the procedure to make secure and encrypted MQTT protocol for
securing communication throughout IoT network has been completed with
expected result.

4. Results and analysis

At first, it is essential to check whether files required to test our secure
MQTT protocol is loaded or not with minimal delay. Following figure 12
depicts files along with their size and loading time requires testing the
proposed system. Here, the loading time might vary depending on the speed
and performance of the testing server.

Y ﬂ Elements Console  Sources  Network Performance  Memory  Application  Security  Audits X
® O ™ ¥ Q| View = = ([ Groupbyframe | O Preservelog (J Disable cache | [ Offiine Nothrottiing v
Filter (O Hide data URLs @ XHR JS CSS Img Media Font Doc WS Manifest Other
| s om woms = som woms Tom wom povs wons a0
Name Status Type Initiator Size Time Waterfall A
[ ] whsocket htmi Finished document Other 11KB 12.7 min [l
[ jquery.min.js Finished script whsocket html 84.9KB 42ms L |
[] paho-mqtt-minjs Finished script whsocket html 333KB 191ms ——
[ | mqttjs Finished script whsocket html 49KB 192ms —
[¢] OFFbulb.jpg 200 ipeg whsocket html 228KB 376 ms R a1
[] mqtt 101 websocket paho-matt-min.js:37 0B Pending —

Figure 12: Loading dependency files
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To test the MQTT server, it is required to have a client from which
secure communication can be made with MQTT server. As such, a Java base
MQTT client (MQTT.fx) has been install in our windows operating
system-based client computer. After that, the settings and connection
parameters of client have been changed as well as MQTT mosquitto has
been configured to secure MQTT protocol with necessary information as
shown in the figure 13 below:

Connection Profile

Profile Name | raspberrypi

Broker Address | 192.168.0.111

Broker Port | 1883 |

Client 1D | MQTT_FX_Client | Generate

General User Credentials @EEINAIEN Proxy Last Will and Testament

Enable SSL/TLS v/ Protocol  TLSv1.2 -

CA signed server certificate
® CA certificate file

CA Certificate File | C:\src\mosg-mqtt-ca.crt.txt

CA certificate keystore
Self signed certificates
Self signed certificates in keystores

Figure 13: Configure MQTT Mosquitto Server to Secure MQTT

It can be seen from the figure 13 that the information about profile

name, broker address, broker port number and client ID has been provided.
Besides, SSL/TSL configuration has been enabled by providing the
certificate files like mosq-ca.crt in previous steps.
Now secure connection can be made between MQTT server and client by
clicking simply connect button as shown in figure 14. The status of the
connection between client and broker can be seen by clicking the Log tab
shown in figure 14:

B ReoverypizmarT - £ Disconnect

m Subscribe Scripts Broker Status Log

Figure 14: Secure MQTT connection
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The following figure 15 depicts the connection status along with the size of
sending packets.

Figure 15: Connection status
Now it is time to check the status from subsctribe side, which is located
in another computer. Figure 16 shows the status of the subscriber side:

Publish m Scripts  Broker Status Log

test M SRRl Autoscroll
test [ 1] I test 1
Dump Messages  Mute  (IENEEEY QoS0
Topics Collector (0) Scan S wv
e © test
i
31-08-2017 21:46:28.78388128 QoS 0
Hello MQTT

Figure 16: Subscriber status
Next approach is testing MQTT connection over port 1883. When there
is no authentication set, any user from any device can connect to this device.
However, after setting authentication and ssl certificate, it becomes difficult
to connect to MQTT broker without knowing the dependencies. After trying
from other devices without proper dependencies, the message appears as
shown in Figure 17.

X ﬂ Elements  Console  Sources  Network Peformance  Memory  Appicaion  Securty  Audts 021 x
10 T O i Defalteels ¥ 3
o mt.js:23
Connecting to server nqtt. js:166
Failed to connect mott.js:66
) ¥WebSocket connection to 'ws://192.168.0.105:9661/matt" failed: Error in connection establistment: net::ERR_CONNECTION TIMED OUT paho-natt-nin,js:37
) #¥ebSocket connection to 'ws://192.168.0.165:9001/mtt" failed: WebSocket opening handshake timed out paho-natt-nin,js:37

Figure 17: SSI. WebSocket Status without dependencies
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After adding all the dependencies and ssl certificate, the console showing
that the WebSocket successfully connected to topic: client/accessLog that is
shown in figure 18.

¥ ﬂ Elements Console Sources Network Pedfomance Memory Appicaion  Secuity  Audits

0O o VO Fitr Defaullevels ¥ 8

v nott.js:23
Connecting to server ngtt.js:106
Client Connected mitt.js:41
Subscribing to: Topic: client/accesslog . QoS: @ natt.js:189
Successfully subscribed to client/accesslog natt.j

on mtt. j5:76
b { getPayloadString: f, getPayloadBytes: f, getDestinationMame: f, setDestinationName: f, getQos: f, .} natt.js: 102

)

Figure 18: SSL WebSocket Status
5. Conclusion
In this paper, authors have proposed a secured automated messaging system
using MQTT that takes message from other devices such as sensor, mobile,
laptop and accept only the ones with proper authenticity. This work
specifically demonstrated an application of the system that can successfully
communicate securely with IOT support devices without compromising any
data loss. An experimental framework has been developed using a broker,
some python and JavaScript scripts with associated supportive software tools
to evaluate the performance of the proposed system. Besides, a hypothetical
webpage was used as sample output device. The performance of the system
was then evaluated in term of accuracy, time and security of communication
system. The outcome of this paper will surely make loT communication in
real time and make more secure.
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