
































Corporate governance and outcomes 25

Badhabi, H. A. S. (2016). The influence of  audit committee characteristics on firm 
performance: Evidence in Oman. Unpublished PhD Dissertation: Universiti 
Utara Malaysia, Malaysia.

Bilal, Z. O., Twafik, O. I., & Bakhit, A. K. (2018). The influence of  internal 
auditing on effective corporate governance in the banking sector in 
Oman. European Scientific Journal, 18, 257-271.

Brown, L. D., & Caylor, M. L. (2009). Corporate governance and firm 
operating performance. Review of  Quantitative Finance and Accounting, 
32(2), 129-144.

Buallay, A., Hamdan, A., & Zureigat, Q. (2017). Corporate governance and 
firm performance: Evidence from Saudi Arabia. Australasian Accounting, 
Business and Finance Journal, 11(1), 78-98.

Chowdhury, M. M. I., Othman, K. B., Khan, M. A., & Sulaiman, I. F. (2020). 
Role of  effective corporate governance and motivational leadership in 
increasing productivity and efficiency of  human resources. Global Journal 
of  Management and Business Research, 20(10), 29-39.

Claessens, S., & Yurtoglu, B. B. (2013). Corporate governance in emerging 
markets: A survey. Emerging Markets Review, 15, 1-33.

Dalwai, T. A. R., Basiruddin, R., & Rasid, S. Z. A. (2015). A critical review of  
relationship between corporate governance and firm performance: GCC 
banking sector perspective. Corporate Governance, 15(1), 18-30.

Dry, E. K. (2003). Corporate governance in the Sultanate of  Oman. Rich.        
J. Global L. & Bus., 3, 45.

Fallatah, Y., & Dickins, D. (2012). Corporate governance and firm 
performance and value in Saudi Arabia. African Journal of  Business 
Management, 6(36), 10025-10034.

Gevurtz, F. A. (2003). The European origins and the spread of  the corporate 
board of  directors. Stetson L. Rev., 33, 925.

Hashim, F., Ries, E. A., & Huai, N. T. (2019). Corporate social responsibility 
and financial performance: The case of  Asian telecommunications 
companies. KnE Social Sciences, 1, 892-913.

Hussain, N., Rigoni, U. & Orij, R. P. (2018). Corporate governance and 
sustainability performance: Analysis of  triple bottom line performance. 
Journal of  Business Ethics, 149(2), 411-432.

Jensen, M., & Meckling, W. H. (1976). Theory of  the firm: Managerial 
behaviour, agency costs and ownership structure. Journal of  Financial 
Economics, 3(4), 305-360.

Kakanda, M. M., & Salim, B. (2017). Corporate governance, risk 
management disclosure, and firm performance: A theoretical and 
empirical review perspective. Asian Economic and Financial Review, 7(9), 
836.

Maroun, W., & Cerbone, D. (2020). Corporate Governance in South Africa       
(Vol. 2). German: Walter de Gruyter GmbH & Co KG.

Nuryanah, S., & Islam, S. M. (2011). Corporate governance and 
performance: Evidence from an emerging market. Management & 
Accounting Review, 10(1), 17-42.

Otman, K. A. M. (2014). Corporate governance and firm performance in listed 
companies in the United Arab Emirates. Unpublished PhD Dissertation: 
Victoria University, United Arab Emirates.

Patel, A. D, (2016). Oman: New code of  corporate governance for publicly listed 
companies comes into force. United Kingdom: Euromoney Institutional 
Investor PLC.

Yilmaz, I. (2018). Corporate governance and financial performance 
relationship: Case for Oman companies. Journal of  Accounting, Finance and 
Auditing Studies, 4(4), 84-106.

Corresponding author
Essia Ries Ahmed can be contacted at: e.ahmed@unizwa.edu.om

Real time secure messaging service for internet 
of  things applications using MQTT

MD Jiabul Hoque and Md. Razu Ahmed
Department of  Computer and Communication Engineering

International Islamic University Chittagong (IIUC), Bangladesh
MD Akibur Rahman and Shihab Uddin

Department of  Electronic and Telecommunication Engineering
International Islamic University Chittagong (IIUC), Bangladesh

Abstract
Most of  the IoT applications require real time and secure exchange of  information among 
connected devices and hence, currently, security of  communication protocols is becoming key 
topic of  research. MQTT, a lightweight communication protocol, is used for real time 
communication between networks. Authors have reviewed numerous published researches on 
secure MQTT protocol for IoT networks and have discovered security loop holes of  MQTT 
communication protocol that are needed to be addressed. This article proposes a secure and 
real time MQTT protocol by incorporating SSL certificate to MQTT broker for IoT 
applications without data loss. The research has been implemented in Raspberry Pi 3B system 
using Python 3.4.10 development platform along with Numpy 1.11.1 and scipy 0.18.0 (for 
mathematical analysis), paho-mqtt 1.5.0 (for MQTT publication/subscription), and 
Chromium (for displaying research outcome). The outcome of  this research shows that the 
proposed MQTT protocol has tighten security during exchanging information over IoT 
networks without any loss of  data. 
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1. Introduction
IoT has been revealed a hot topic of  research and innovation around the 
world right now. Internet of  Things applications in various 
fields for instance medical, agriculture, food, production, 
horticulture, space, mining and many more are getting 
popular as they are making human being life easy, simple, 
smart, safe, relaxing and secure (Ahmed, Rahman, & Hoque, 
2020). Therefore, numerous entities incorporating research 
scholars, public and private sector entities are involving with 
IoT related research in order to generate state of  the art 
applications of  it to grab billions (Ahmed, Mortuza, Uddin, 
Kabir, & Hoque, 2018). As people are using IoT applications 

such as home automation, biomedical devices, automatic greenhouse for 
agriculture or smart farming etc., security as well as loss of  information is a 
growing matter of  concern right now (Hakim, Uddin, & Hoque, 2020). 
Researchers around the world are working on how to make this essential IoT 
mechanism safe and secure as majority of  the IoT applications require real 
time and secure communication for instance medical applications (Hoque, 
Ahmed, & Hannan, 2020). 
MQTT has been used as a de facto standard for coordinating communication 
of  IoT network applications for long time. Even though it has some security 
issues, no other alternative has yet been developed (Hoque, Kabir, & 
Hossain, 2018). So, researchers are concentrating on how to make MQTT 
communication more secure than ever to ensure trustworthiness to IoT 
applications user. It has been appeared that security can be compromised not 
only on client side but also on broker of  MQTT infrastructure and hence 
issues of  security must be considered in both ways (Kabir, Rashid, Gafur, 
Islam, & Hoque, 2019).
 Internet of  Things and MQTT both are took-off  now. Mosquitto is the 
first MQTT broker which is open source. It was created around 2008. And in 
2014 it became the name of  Eclipse Mosquitto project (Hoque, Ahmed, 
Uddin, & Faisal, 2020). The open source MQTT client libraries were 
published in 2012 as Paho project C, Python, JavaScript and Java. And since 
then, it is growing day by day. The most remarkable things are the broker 
version 3.1.1 becomes OASIS standard in late 2014 and MQTT turn into an 
ISO standard in 2016 (Sharma, Hossen, Islam, & Hoque, 2018).
 The main objective of  this article is to propose a secure and real time 
MQTT protocol for IoT application without compromising any loss of  data. 
In this regard, a clear and step by step procedure for securing MQTT has 
been presented in this paper. The procedure has been begun by tightening 
usage control in MQTT communication protocol. This step has been done 
by continuously observing mutable attributes related to data, the 
environment or the subscriber itself  for the purpose of  imposing the 
constraint on subscriber’s rights to access information (Rahman & Khan, 
2008). The research has been implemented in Raspberry Pi 3B system using 
Python 3.4.10 development platform along with Numpy 1.11.1 and scipy 
0.18.0 (for mathematical analysis), paho-mqtt 1.5.0 (for MQTT 
publication/subscription), and Chromium (for displaying research result). 
The output of  this research shows that the proposed MQTT protocol has 
tighten security during exchanging information over IoT network without 
any loss of  data.

 After the introductory section, the rest of  article is organized as follows: 
Literature review sections begin right after this section that reviews existing 
works relevant to home automation system. In this section, authors have 
identified some short comings on existing literatures that need to be resolved 
for better home automation system. Section 3 provides the solutions of  the 
problems identified in literature review section by designing a state-of-the-art 
home automation system. Section 4 illustrates the implementation process 
and subsequent section presents conclusion and future direction of  this 
work.

2. Literature review
Authors have reviewed substantial amount of  literature related to MQTT 
based IoT communication. Among them few notable literatures that cannot 
be missed out are presented in this section.
 According to Bansal and Garg (2019), MQTT is a lightweight real time 
transmission protocol that is fully adaptable to emergency services like 
vehicle accidental notification system. They used vibration sensors, Node 
MCU, Adafruit cloud, IFTTT applet to send notification regarding vehicle 
accident via SMS in their research on MQTT. This research has been used as 
a baseline for our research which is a real time and emergency 
communication through all kind of  IoT application without any data loss. 
 Singh, Rajan, Shivraj, and Balamuralidhar (2015) presented a secure 
version of  MQTT communication named SMQTT-SN in their research on 
secure MQTT for IoT applications. In their work they have incorporated 
some added security features such as lightweight Elliptic Curve 
Cryptography based policy attribute encryption on MQTT communication 
that enhanced security. However, some security flaws such as key revocation 
during group subscription and publication are big concern for SMQTT-SN 
that has been identified during implementation stage of  their research.
 Lee, Kim, Hong, and Ju (2019) analyzed the relationship between delay 
and associated loss of  data according to QoS measure in their recent work on 
MQTT. Rigorous analysis has been done by the researchers on MQTT 
communication in this paper that incorporate subscribe client, publish client 
(both wired and wireless) and broker server etc. The outcome of  this 
research depicted that message loss under varying payload has been 
significant impacted by end-to-end delay in communication. However, the 
behaviour under numerous Quality of  Service measure is remain in doubt.
 In the scenario of  Wireless Sensors Network (WSN) based IoT 
infrastructure where a middleware is required between sensors and server for 

flawless MQTT communication. A recent study on performance analysis 
between MQTT and Constrained Application Protocol (CoAP) using a 
common middleware in the case of  IoT application shows that MQTT 
communication has significantly low data loss and negligible delay in 
communication compare to its counterpart (Upadhyay, Borole, & Dileepan, 
2016: 2-3). A similar trend has been revealed in another research on health 
information sharing using IoT where MQTT come out as a clear winner in 
case of  WSN based IoT applications network (Katsikeas, 2017: 1198-1199). 

3. Materials and methods
In this section, the authors have described the components required to test 
the proposed MQTT protocol that is outlined in the following section 3.2. 
Besides, the authors have presented methodology that has been followed for 
successful research outcome.

3.1. Hardware and software components
The research has been implemented in Raspberry Pi 3B incorporating 
1.2GHz 64-bit quad-core Arm Cortex-A53 CPU with 1GB RAM and 
Raspbian operating system has been used to run the system. Besides, Python 
3.4.10 has been used as premier development platform along with Numpy 
1.11.1 and scipy 0.18.0 for mathematical analysis as well as paho-mqtt 1.5.0 
has been used for MQTT publication/subscription. An MQTT mosquitto 
broker has also been installed within raspberry pi. The research outcome has 
been displayed graphically by the use of  Chromium.

3.2. Proposed architecture of  MQTT
Figure 1 illustrates the proposed MQTT architecture where a client is 
regarded as any electronic medium that is able to communicate with broker. 
In the proposed system few (PC, Mobile, Laptop, numerous sensors and 
even a server) of  many such devices has been projected. The responsibilities 
of  a broker in MQTT architecture are immense for instance it needs to be 
active all the time to coordinate the communication with its connected 
clients. The coordination begins by identifying clients and then authorizing 
those clients by using secure authentication method. Afterwards, broker 
coordinates messages that have been received from various clients and 
publish those messages that have been received from subscribe clients. There 
is only one constraint in the MQTT architecture which is a broker only 
communicates one client at a given time while maintaining connection with 
all.  

 

Figure 1: The proposed architecture of  MQTT

3.3. Basic MQTT configuration 
The method of  this proposed MQTT secure communication system in IoT 
applications start with configuring Mosquitto server as Mosquitto MQTT 
broker has been used as out-broker. First of  all, status of  the broker needs to 
check as broker must be up and running to test the proposed system. Figure 
2 shows the status of  the Mosquitto MQTT broker used in this system:

 

Figure 2: Mosquitto MQTT broker status

After confirming broker status as active (running), the status of  WebSocket 
connection is needed to checked. WebSocket retrieves the values from 
mqtt.js file as such connect() function inside mqtt.js file is required to be 
configured. Figure 3 depicts the configuration variables of  connect() 
function:

 

Figure 3: connect() function configuration

Connect() function in the above Figure 3 has number of  variables such as 
hostname, port number, session and connection etc that are responsible for 
successful connection. After successful configuration of  mqtt.js file, the 
status of  WebSocket is checked this is shown in the figure 4 below:

 

Figure 4: Status of  WebSocket

The status of  WebSocket in the above figure 4 shows that the clients are 
connected to the server and are ready to communicate.

3.4. Secure MQTT configuration
There are mainly three security mechanisms such as authentication, identity 
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such as home automation, biomedical devices, automatic greenhouse for 
agriculture or smart farming etc., security as well as loss of  information is a 
growing matter of  concern right now (Hakim, Uddin, & Hoque, 2020). 
Researchers around the world are working on how to make this essential IoT 
mechanism safe and secure as majority of  the IoT applications require real 
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applications user. It has been appeared that security can be compromised not 
only on client side but also on broker of  MQTT infrastructure and hence 
issues of  security must be considered in both ways (Kabir, Rashid, Gafur, 
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 Internet of  Things and MQTT both are took-off  now. Mosquitto is the 
first MQTT broker which is open source. It was created around 2008. And in 
2014 it became the name of  Eclipse Mosquitto project (Hoque, Ahmed, 
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published in 2012 as Paho project C, Python, JavaScript and Java. And since 
then, it is growing day by day. The most remarkable things are the broker 
version 3.1.1 becomes OASIS standard in late 2014 and MQTT turn into an 
ISO standard in 2016 (Sharma, Hossen, Islam, & Hoque, 2018).
 The main objective of  this article is to propose a secure and real time 
MQTT protocol for IoT application without compromising any loss of  data. 
In this regard, a clear and step by step procedure for securing MQTT has 
been presented in this paper. The procedure has been begun by tightening 
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2008). The research has been implemented in Raspberry Pi 3B system using 
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 After the introductory section, the rest of  article is organized as follows: 
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works relevant to home automation system. In this section, authors have 
identified some short comings on existing literatures that need to be resolved 
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problems identified in literature review section by designing a state-of-the-art 
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work.
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transmission protocol that is fully adaptable to emergency services like 
vehicle accidental notification system. They used vibration sensors, Node 
MCU, Adafruit cloud, IFTTT applet to send notification regarding vehicle 
accident via SMS in their research on MQTT. This research has been used as 
a baseline for our research which is a real time and emergency 
communication through all kind of  IoT application without any data loss. 
 Singh, Rajan, Shivraj, and Balamuralidhar (2015) presented a secure 
version of  MQTT communication named SMQTT-SN in their research on 
secure MQTT for IoT applications. In their work they have incorporated 
some added security features such as lightweight Elliptic Curve 
Cryptography based policy attribute encryption on MQTT communication 
that enhanced security. However, some security flaws such as key revocation 
during group subscription and publication are big concern for SMQTT-SN 
that has been identified during implementation stage of  their research.
 Lee, Kim, Hong, and Ju (2019) analyzed the relationship between delay 
and associated loss of  data according to QoS measure in their recent work on 
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(both wired and wireless) and broker server etc. The outcome of  this 
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the proposed MQTT protocol that is outlined in the following section 3.2. 
Besides, the authors have presented methodology that has been followed for 
successful research outcome.
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The research has been implemented in Raspberry Pi 3B incorporating 
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Raspbian operating system has been used to run the system. Besides, Python 
3.4.10 has been used as premier development platform along with Numpy 
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broker has also been installed within raspberry pi. The research outcome has 
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Figure 1 illustrates the proposed MQTT architecture where a client is 
regarded as any electronic medium that is able to communicate with broker. 
In the proposed system few (PC, Mobile, Laptop, numerous sensors and 
even a server) of  many such devices has been projected. The responsibilities 
of  a broker in MQTT architecture are immense for instance it needs to be 
active all the time to coordinate the communication with its connected 
clients. The coordination begins by identifying clients and then authorizing 
those clients by using secure authentication method. Afterwards, broker 
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publish those messages that have been received from subscribe clients. There 
is only one constraint in the MQTT architecture which is a broker only 
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Figure 1: The proposed architecture of  MQTT

3.3. Basic MQTT configuration 
The method of  this proposed MQTT secure communication system in IoT 
applications start with configuring Mosquitto server as Mosquitto MQTT 
broker has been used as out-broker. First of  all, status of  the broker needs to 
check as broker must be up and running to test the proposed system. Figure 
2 shows the status of  the Mosquitto MQTT broker used in this system:

 

Figure 2: Mosquitto MQTT broker status

After confirming broker status as active (running), the status of  WebSocket 
connection is needed to checked. WebSocket retrieves the values from 
mqtt.js file as such connect() function inside mqtt.js file is required to be 
configured. Figure 3 depicts the configuration variables of  connect() 
function:

 

Figure 3: connect() function configuration

Connect() function in the above Figure 3 has number of  variables such as 
hostname, port number, session and connection etc that are responsible for 
successful connection. After successful configuration of  mqtt.js file, the 
status of  WebSocket is checked this is shown in the figure 4 below:

 

Figure 4: Status of  WebSocket

The status of  WebSocket in the above figure 4 shows that the clients are 
connected to the server and are ready to communicate.

3.4. Secure MQTT configuration
There are mainly three security mechanisms such as authentication, identity 


