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Abstract— A double-key based stronger secured
electronic message transaction system has been
designed and developed using Python programming
language by performing encryption-decryption
process. To do this, simple cryptographic encryption
and decryption techniques are used with two keys
avoiding vulnerabilities of a single key. First, the
intended message is encrypted with the private key of
sender (PR,) and the output is again encrypted with a
shared secret key (K;) that generates ciphertext. The
output ciphertext is again encrypted with another
shared secret key (K,) that generates a code that
serves as Message Authentication Code (MAC),
which is concatenated with the ciphertext. And again
encrypted them with shared secret key K, that
produced final ciphertext which is to be send to the
intending recipient. The shared secret keys K, and K,
are getting from the key distribution center (KDC). In
the receiving end, receiver first decrypts the received
information with the shared secret key K, that gives
the ciphertext and MAC of the ciphertext, and then
decrypts only the MAC to generate a new ciphertext’
and compare the new ciphertext’ with the received
ciphertext that ensures the ciphertext authentication as
well as message authentication; if ciphertexts are
found same, then the ciphertext is decrypted with
shared secret key K, and again is decrypted with the
sender’s public key (PU,) and retrieve the message;
otherwise discarded. This proposed system ensures
the stronger authenticated message transactions
among the communicants. Finally, a comparative
study with the existing systems has also been
performed and measured stronger security. This
technique can be applied for any secured electronic
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information transfer system with stronger security
services.

Index Terms— Secret Key, Encryption, Decryption,
Ciphertext and Message Authentication Code.

I. INTRODUCTION

ESSAGE transaction in a secure fashion

refers to the process of exchange message

between communicating participants with

message confidentiality, message integrity
and message authentication. There are many
techniques used to ensure the message security
services. Message encryption technique ensures the
confidentiality and authentication of message
transaction [1]. Message encryption technique and
concatenation of MAC, sometimes known as tag or
cryptographic checksum which ensures the message
integrity [2, 3]. Message authentication is a technique
that permits communicating parties to verify the
integrity of a message, i.e. message has not been
modified or altered while in transit, and authenticity
of a message, i.e. message came from an authentic
sender [4, 5]. Message authentication is normally
achieved by using MACs. A MAC is a cryptographic
checksum generated based on a variable-length of
message M using a secret key K shared only by
sender and receiver. The process using MAC for
authenticator is as follows:

MAC =Ex(M) ... ... ... (1)

where MAC is message authentication code, E is
encryption, K is the encryption key and M is the
intended message.

If the sender A wishes to send a message M to the
receiver B, and secures it with a MAC, both
communicating parties must need to share a secret key
K and agree on the MAC algorithm. Then, the MAC
is calculated as a function (agreed algorithm) of
message M using shared secret key K [6, 7].

Then, the sender A appends the MAC with message
M and transmits to the receiver B. The receiver B
calculates a new MAC called MAC' by performing
the same calculations on the message M and using the
same secret key K. Then the receiver B, compare the
received MAC with new code MAC’ to confirm the
data integrity. As only communicating parties know
the MAC algorithm and secret key; only the sender A
is capable to calculate the MAC, hence the source
authentication is also confirmed [8, 9]. Message
authentication code (MAC) gives a systematic way to
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message authentication. MAC also determines the
authentication function from confidentiality. This
feature is suitable for many applications where
confidentiality is not mandatory. @ Message
Authentication is one of the most important parts of
network security. Message authentication is a
procedure to verify that the received message has
come from the stated source and the message has not
been altered.

paper, a better system for secured message transaction
has been designed, developed and implemented in
Python programming language to improve security
services of the message transaction system. A
comparative study between conventional system and
proposed system has been performed.

II. CONVENTIONAL MESSAGE TRANSACTION SYSTEM
For message authentication, two conventional

Sender Site

Receiver Site

Message Message Message
M) (M) (M) Encryption
J Ex (M)
Encryption MAC MAC

Ex M)

Key
K

Fig. 1: Secured Message Transaction; Authentication Tied to Plaintext

A message authentication process uses a shared secret

key to encrypt the message to produces a small fixed-

size message authenticator or message digest or

MAC, which is concatenated with the message and

send to the intending destination. In the receiving end,

the receiver applies the same operation on the
received message with the same shared secret key to
produces a new message digest or MAC. If we
suppose that the shared secret key is only known to
the sender and the receiver and the received MAC is

found same with the new calculated MAC [10, 11],

then:

(a) The receiver assumes that the message has not
been altered or modified. If an attacker modifies
the message but doesn’t modify the
authentication code MAC, then the receiver’s
generated MAC’ does not match with the
received MAC. Assuming that the attacker does
not know the shared secret key, so, the hacker
can’t modify the MAC to correspond the MAC’
message.

(b) The receiver is confirmed that the message came
from the intended sender. Since only the sender
and receiver know the secret key, no one else can
generate the MAC that was sent by sender
without genuine message and secret key.

(c) If the message contains a sequence number, then
the receiver can be confirmed of the actual
sequence because a hacker can’t properly modify
the sequence number.

To realize the process of message authentication,
confidentiality, and integrity; conventional
approaches are studied and reviewed [12]. In this

systems have been reviewed. First method ensures the
message authentication among the communicating
parties. The message authentication diagram using
message encryption with the shared secret key is
shown in Fig. 1.

In this system, MAC is generated by encrypting the
message with the shared secret key K. Then the MAC
is concatenated with the message and sends to the
intending destination [13]. In the receiver side, the
receiver again encrypts the message with the same
shared secret key K to generate another new MAC
which is called MAC’' and compare it with the
received MAC. If the MAC and MAC’ are found
same, then the receiver confirms that the received
message came from the stated sender and has not been
altered or modified. This process provides message
authentication in a secure fashion and allows
confidentiality and non-repudiation security services.
To ensure these security services, an additional
security mechanism is required.

The second method ensures the ciphertext
authentication and confidentiality as well as message
authentication and confidentiality. This system uses
two shared secret keys for message authentication and
confidentiality is shown in Fig. 2.
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Fig. 2: Message Authentication and Confidentiality; Authentication Tied to Ciphertext.

—J—) ClpherText

e
PRa

Source A

.

Final Ciphertext

E{K1 EFRs, M}

Cipher Text
—p E —

ilb_r xall

EfHE EfKT, EfFRs, Mili

Fig. 3: Encryption Process of the Proposed System

The intelligible message is encrypted with shared
secret key K, the output is called ciphertext, which is
again encrypted with another shared secret key K,
which produces MAC that is concatenated with the
ciphertext and sent to the intended destination. In the
receiving end, the receiver calculates the new MAC’
by encrypting the received ciphertext with the shared
secret key K. Then the calculated MAC' is compared
with the received MAC.

If the MACs are found same, the receiver accepts it
and decrypts the received ciphertext with shared
secret key K, to get intelligible message; otherwise
deny it. Hence the receiver is confirmed that the
message is not altered and came from the stated
source. In this case, the shared secret key K, is used
for encryption and decryption to provide
confidentiality of the message and the MAC. This
provides a layer two security for the secure message
transaction. Another part of the system establishes the
message authentication for secured message
transaction. In our paper, a better system of message
authentication, confidentiality and integrity has been
establishes by using two shared secret keys.

Destination B

III. PROPOSED SYSTEM FOR MESSAGE TRANSACTIONS
A. Methodology

First, message is encrypted with the private key of
sender PR, and the output is again encrypted with a
shared secret key K, that generates the ciphertext,
which is again encrypted with another shared secret
key K, that generates the MAC. Then the MAC is
concatenated with the ciphertext and again encrypted
with the shared secret key K; that produces final
ciphertext which is to be sent to the intended
recipient; Fig. 3.

In the receiving end, to retrieve the message, receiver
decrypts the received information with the shared
secret key K, that gives the ciphertext and MAC of
the ciphertext, and then only decrypts the MAC part
to generate a new ciphertext’ and compare the new
ciphertext’ with the received ciphertext to ensure the
ciphertext authentication as well as message
authentication. If ciphertexts are found same, then the
receiver decrypts the ciphertext with shared secret key
K, and again decrypts with the sender’s public key PU,
and retrieve the message; otherwise discard it, Fig. 4.
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Fig. 4: Decryption Process of the Proposed System
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B. Algorithm

Encryption Algorithm: The encryption algorithm of
the proposed system consists of the following steps:

Step 1: Sender encrypts the message with his PR,
using RSA algorithm which produces an
encrypted output.

Step 2: Output is again encrypted with shared K,
which produce a ciphertext.

Step 3: Ciphertext is again encrypted with another
shared K, that generates a message
authenticator known as MAC.

Step 4: MAC is concatenates with the ciphertext to
compose into a single block.

Step 5: Finally, the message containing the MAC

concatenated with the ciphertext is encrypted

with key K; that produces the final
ciphertext, which is to be sent to the intended
recipient.

Decryption Algorithm:

The decryption algorithm of the proposed system
consists of the following steps:

Step 1: Receiver at first decrypts the received
information with the shared secret key K;
that gives ciphertext and MAC of the
ciphertext.

Then the MAC is decrypted to produce a
new Ciphertext’ to compare it with the
received ciphertext that ensures the
ciphertext authentication as well as message
authentication.

If ciphertexts are found same, then it is
decrypted to produce encrypted message;
otherwise discard it.

Finally, the encrypted message is decrypted
with the sender’s key PU, that establishes the
digital signature.

Step 2:

Step 3:

Step 4:

Here PR,, PU, are the sender’s private key and public
key respectively and PR, PU, are the receiver’s
private key and public key respectively. The secret
keys K1 and K2 are both secret shared keys used by
both sender and receiver.

IV. IMPLEMENTATION

The proposed system has been developed using
Python programming language Version 3.6. The main
aim of our implemented system is to ensure stronger
security of the communicating messages. We have
also developed a key generator to generate RSA
(Rivest-Shamir-Adleman) public-private key pair
algorithm. The developed system has run many times
for different messages with different 16 bytes shared
secret keys and public-private key pairs. The
implemented results of the system were found
satisfactory.

Prime Number 1 53 Prime Number 2 97

Generate Key FOr sender | Generate Key |

—Sender Public Key—
(3521, 5141)

—sender Private Key—
(4673, 5141)

Fig. 5: RSA Public-Private Key Generation for Sender

V. EXPERIMENTAL RESULT

The experimental input and output results of the

system are given below. In our experiment, the
intended message is ‘“Please send ten thousand dollar
to Switzerland private bank as soon as possible”,
which is to be send to the intended destination after
performing some encryptions. For this, first the sender
generates his public-private key pair using RSA
algorithm; Fig. 5.
The sender publish his public key (3521, 5141) and
kept secret private key (4673, 5141). Then encrypt the
intended message with his private key (4673, 5141)
and again encrypts with 16 bytes shared secret key K,
“ddd123@mmm#Sah$F” that produces ciphertext,
shown in Fig. 6.

—Message—
vrzrs bank 2 swon s

Sender Private Key (4673, 5141} Eey 1 Dig123@mmijrsansF

Encrypt Message with Sender Private Key and Key 1

—Cipher Text—

NTHKOZ2DOMrmkEIB Y HA IWWMAZWhEE 5Cysdue DEMceecg SWwYI Y74 3ulilzm
fGhAMIOYUBEVOZ M0t/
ALVARAF RIF Y F AP NeU IFRYMT AAK AHYIEFnhil O IeTWIRiDrakluansako weTem 5

Key 2 |Bo183#Edu@2s-T17 Encrypt Cipher Text with Key 2
—MAC—

Ry vOdG2raBDLUPG2vvuiwale FApy HHOWxOKakg ALY EWIYUBEKDY
GaZAXGVYLEHe T LUejY Uik mivmB0K 7 CpwgtoBgx/

AR sz AT ATV AL v EnhANSErmdetdl 1 nl inPIEATVIC e 70 Thaie T7R AN wer 7

Concatenate Cipher Text and MAC

Concatenation of Cipher Text and MAC

BT Nkoz2 BOmrmkF3 9 YHS 3WwwWMA 2 WwhD6 SCysdue DE MoescqSWwyi Y Fd3utilrm ©
JQbAVUCYUBOWOZsMYEDdIQIu

ALVANAERIFOAUUY P nFENnu A FRYMr AR aH Y rEERRIL O IR TWIVLIDEaK v 2 Nsahd eaTeam 7
Key 1 Diut23@mijrsahse Encrypt Concatenated Walue with kKey 1
—Firal Cipher Text—

IZmngGewTOYOWAY ImLIDSSFCMARSUWIWRnog SWwWiLn S

LefDODYzgrkRHENG 3iheOANITMESY KO GyIUERKn/

NgBOinWaTOwaRXpBgRip162 1gohiNKLIS4nkSZjpWiTbnsk 2Ta2 2 1PTPlacejémyAs
BBABrZMYNEQGHZINCIgATOIXevDWLATBYVLCVEYLL+QMOVIdeTROF+n/
DpAS2{UMDjNZKNS/

Fig. 6: Encryption Process in the Sender End

Ciphertext is again encrypted with 16 bytes shared
secret key K, “Bd183#Edu@25-717” that generates
MAC. Then the ciphertext and the MAC are
concatenated. The concatenated value is again
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encrypted with the 16 byte shared secret key K;
“Diul23@Mij#Sah$F” that produce the final
ciphertext, which is send to the destination.

In the receiver end, receiver decrypts the received
information with the 16 bytes shared secret key K;
“Diul23@Mij#Sah$F” that gives concatenated
ciphertext and MAC. Then only MAC with 16 bytes
shared secret key K, “BdI183#Edu@25-717” is
decrypted, which generates the new ciphertext’ and
compared with the received ciphertext; if the
ciphertext and decrypted MAC are found same, then
the ciphertext with the 16 bytes shared secret key K;
“Diul23@Mij#Sah$F” is decrypted and again
decrypted with the sender’s public key (3521, 5141)
that produces the original message “Please send ten
thousand dollar to Switzerland private bank as soon as
possible”; the whole decryption process is shown in
Fig. 7.

-—Received Information (Cipher Text)—

IZmngqGewTOYOWAYImLIO/BFCMARSUW 3Wnnog 5WWLNS/
LofDDYZgrKRAGHS3jhzOAllTMEEY XOGYSUEBKN)
AT R A1ARZ1 aadnks7inalfhock 2Ta? 2 1B TRfarnifAmuas ~

Key 1 Diui23@Mij#sahsF Decrypt 2nd Ciphertext with Key 1

—Concabenation of Cipher Text and MAC—

hTHkOz2DOmMrmkF3J9UKY HA3WWMR2wWhO65Gysdue DEMceecgSWwYIY 743ullzm
JObAVUOYUROVOZsMYBDdIQiu/
ALVANRERIF AN F AENnu L ERYm s AAK A VsHERRl 8 IRTWAGIDO ORI MOhD IaTro

Key2 Bd183#Edu@25-T17 split and Decrypl MAC with Key 2

—Decrypted MAC—

~ hTHkozZDOmrmkF3J9UKYH43
Comparison  winMR2wh65CysaueDEMceec
gSWwYIY743ullzm, Matched aSWwYIYTa3ullzm/
QbAVUOYUBOVOZSMYBDIQiu QbAVLOYUBOVOZSMYEDIQiu
/ - { e -

—Cipher Text—

hTNkozZDOmrmkF3JalkyYH43
wWMR2whO65GysdueDEMceec

—Cipher Text—

hTNkOzZBOmrmkF3JSIKYHA3wWMR2 whi65GysdueDEMceecgSWwYIYT43ullem
JObAVUOYUBOVOZSMYBDdiQiu/

AwARAFhIFA A F nEAOVRFRYMT AAKAHYTEEAhil 8 IRTIWA/SIBGar P Nrahe caTrm *

Key 1 Diu123@Mij#sahsF Sender Public Key (3521, 5141)

Decrypt Ciphertext with Key 1 and Sender Public Key

~-Message--—

, Please send ten thousand dollar to Switzerland private bank as soon as possible

Fig. 7: Decryption Process in the Receiving End

VI. SECURITY ANALYSIS

Fundamental security services integrity,
confidentiality, authentication and non-repudiation are
the essential ingredients for any secured electronic
information transfer system. A comparative study
between the proposed system and the two
conventional systems for secured electronic message
transaction has been performed and presented, where
our proposed system performs all the fundamental
security services; as shown in Table 1.

Table 1: Comparative Security Services between two
Conventional Systems and the Proposed System

Approach | Confide | Integrit | Authe Non-
es ntiality y nticati | repudiation
on
System 1 Yes No No No
System 2 Yes Yes Yes No
Proposed Yes Yes Yes Yes
System

VII. CONCLUSION

A better approach for secured electronic message
transaction system has been designed, developed and
implemented using Python programming language. It
performs all the fundamental security services, which
are confidentiality, integrity, authentication and non-
repudiation for both communicating message and
communicating participants. For this, simple
cryptographic encryption and decryption techniques
are used to the communicating messages. This
approach can be very helpful for further research
related to cryptographic applications. It performs
secured electronic message transactions. The people
who are interested to study on information security
can be also benefited from this research. This
technique can be applied anywhere of secured
electronic communications. Several other additional
security services are imposed as future study of the
research.
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