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Abstract 

Land registration in Bangladesh continues to rely on paper-based processes that are susceptible to forgery, duplication, and 

inefficiency. These vulnerabilities contribute to widespread disputes over property ownership and create barriers to 

transparent governance. Recognizing that the root of these issues lies in the absence of a secure mechanism for verification, 

this study turns to algebraic cryptography as a potential solution. This paper introduces an algebraic cryptographic 

framework for securing land registration through Elliptic Curve Cryptography (ECC), specifically the Elliptic Curve 

Digital Signature Algorithm (ECDSA). It is built upon the hardness of the elliptic curve discrete logarithm problem, which 

ensures signatures that are computationally unforgeable. This study also considers the theoretical advantages of ECC over 

the Rivest–Shamir–Adleman (RSA) algorithm, particularly its ability to deliver equivalent security with smaller key sizes, 

faster verification, and lower storage requirements. The mathematical model developed in this paper formalizes these 

properties and evaluates their implications for a large-scale registry system. It explores how compact signatures, low 

verification latency, and limited data growth can be aligned with the resource constraints of Bangladeshi land offices. The 

contribution of this work lies in connecting rigorous mathematical security with a practical national need. By embedding 

algebraic cryptography into land registration, the framework provides a pathway to prevent fraudulent transfers and 

enhance institutional trust. This vision points toward a future in which property rights in Bangladesh are secured not by 

fragile paper, but by the certainty of algebraic cryptography. 

Keywords:  Digital Land Registry, Forgery Prevention, Information Security in Bangladesh, Algebraic Cryptography, 

Elliptic Curve Digital Signature Algorithm, Elliptic Curve Cryptography. 

I. Introduction 

Land administration system of Bangladesh still relies 

heavily on paper-based records, handwritten deeds, and 

manual verification, which creates major risks of forgery 

and manipulation. Fraudulent duplication of documents, 

forged signatures, and tampering with physical files are 

common problems reported by both urban and rural 

citizens
1,2

. Since most records are stored in local offices 

without tamper-proof digital backups, even small 

alterations can generate conflicting ownership claims. This 

has made paper forgery one of the leading causes of land 

disputes, which today constitute the majority of civil 

litigation in Bangladesh. For citizens, especially in rural 

communities, land disputes are not only a legal issue  but 

also a source of economic instability and family conflict
3
. 

The absence of a robust digital signature system further 

compounds the problem. At present, property transfers are 

typically authorized through handwritten signatures and the 

presence of witnesses, both of which are vulnerable to 

forgery. Unscrupulous actors can easily impersonate 

owners or manipulate deeds, especially when landowners 

are illiterate or living abroad. Moreover, Transparency 

International reports that over 80% of citizens interacting 

with land offices face bribery demands. These practices 

thrive within a bureaucratic maze where one transaction 

may require multiple approvals and the legal system is 

overloaded with land disputes that may take 15–20 years to 

resolve, denying timely justice and perpetuating mistrust in 

state institutions
4
. As a result, citizens view land offices not 

as protectors of rights but as obstacles to justice.  

These vulnerabilities have wide-ranging consequences. 

Families lose ancestral land due to falsified papers, small 

farmers often face eviction from forged sales deeds, and 

many urban buyers hesitate to invest in property for fear of 

fraudulent transfers. Lengthy disputes arise not only from 

corruption but also from the inability of courts to prove 

authenticity when both parties present seemingly valid, but 

possibly forged documents. This creates an environment 

where landowners, particularly vulnerable groups such as 

women and rural farmers, lack reliable protection for their 

property rights
3
. Ultimately, the absence of secure digital 

verification infrastructure has turned land ownership into 

one of the most fragile legal rights in Bangladesh. The 

government has launched initiatives such as e-Mutation and 

cadastral surveys to digitize land services, but these 

platforms remain limited in scope and do not yet provide 

cryptographic guarantees of authenticity
5
.  

Blockchain technology offers a way to fundamentally 

redesign land administration by ensuring that once a record 

is created, it cannot be altered or forged. Every transaction 

is stored as part of a distributed ledger, where tampering 

with past entries would require impossible computational 

resources. For a system plagued by fraudulent duplication 

and fake signatures, blockchain provides immutability and 

verifiable timestamps, giving both citizens and authorities 

confidence that property titles cannot be forged. Several 

academic studies and prototypes in Bangladesh have 
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already proposed blockchain frameworks for land registry. 

For example, systems using permissioned blockchains like 

Hyperledger Fabric allow controlled participation by 

government offices while ensuring immutability of 

transactions
6
. Other recent models incorporate smart 

contracts to automatically validate ownership transfer rules 

and prevent conflicting deeds
7
. While promising, these 

models emphasize that blockchain alone is not sufficient: 

secure cryptographic identity verification is essential to 

prevent forged authorizations. 

This is where Elliptic Curve Cryptography (ECC) becomes 

critical. ECC enables citizens to authorize land transactions 

using digital signatures that cannot be forged without their 

private keys. Unlike handwritten signatures, which can be 

imitated, ECC-based signatures are mathematically 

verifiable by anyone with the corresponding public key. 

This ensures that only the rightful owner can initiate a 

transaction and that every transfer is provably authentic. 

Given Bangladesh’s mobile-first context, ECC is 

particularly suitable due to its efficiency, strong security 

with small key sizes and low computational cost
8
.  

This paper focuses on the Weierstrass form of ECC, 

particularly standardized curves such as NIST P-256. These 

curves are widely used in secure communication systems 

and offer a balance of efficiency and interoperability. 

Implementing Weierstrass-form ECC in a blockchain-based 

land registry would allow Bangladesh to adopt an 

internationally recognized standard while ensuring that all 

citizen-to-authority interactions are cryptographically 

secure. This directly addresses the problem of forged deeds 

and unauthorized transfers by replacing handwritten 

signatures with mathematically unforgeable digital ones. 

The primary aim of this paper is to introduce a framework 

for Weierstrass-form ECC as the mathematical foundation 

of a blockchain-based land registry system for Bangladesh. 

By grounding ownership verification in algebraic 

cryptography, the proposed model ensures that property 

transfers are not only recorded immutably but also 

authorized securely. In doing so, the paper contributes both 

a theoretical foundation for ECC in land governance and a 

practical pathway toward eliminating forgery in one of the 

country’s most sensitive sectors. 

II. Background and Literature Review 

Land registration systems globally are moving toward 

digital transformation to ensure security, efficiency, and 

trust. Developed economies like Sweden, Estonia, and the 

Netherlands have pioneered electronic property records, 

while emerging economies such as India and Ghana are 

experimenting with blockchain for transparency in 

transactions
9
. These systems demonstrate the role of digital 

registries in reducing disputes and lowering transaction 

costs, but their success depends on both technological 

adoption and institutional readiness. 

Beyond land management, blockchain has found 

applications in voting systems, supply chains, and 

educational certificate verification. These deployments 

illustrate blockchain’s broader role in ensuring tamper-

resistance, auditability, and decentralized verification. For 

example, Estonia’s e-Governance framework integrates 

blockchain for medical records and voting, while 

Bangladesh has piloted blockchain in the education and 

agriculture sectors
10

. Such pilots show the government’s 

growing openness to distributed technologies, but a 

nationwide property registry remains untested. 

The reliability of digital registries relies not only on the 

database but also on the cryptographic infrastructure that 

secures transactions. Globally, RSA has long been the 

foundation for authentication in public services, but the 

shift toward elliptic curve–based cryptography is 

accelerating. Countries like India have considered ECC in 

Aadhaar-related security layers, and the European Union 

recommends elliptic curves in government PKI standards
11

. 

These transitions underscore ECC’s importance for 

scalable, mobile-compatible public systems. 

Scholarly work increasingly connects blockchain with 

property rights. A proposal has been presented on 

blockchain-based smart contracts for property management 

in developing countries, highlighting efficiency and 

transparency
12

. Ghana’s registry challenges has been 

analyzed and argued that blockchain could reduce fraudulent 

transactions
13

. Similar works in Kenya, India, and Latin 

America study policy, infrastructure, and transparency 

outcomes, but fewer emphasize the cryptographic backbone 

enabling secure digital signing
12,13

. 

Taken together, global projects and scholarly works 

illustrate blockchain’s potential in property registration but 

reveal two limitations. First, the Bangladeshi context 

remains underexplored while pilots exist in other domains, 

no research provides a blockchain-based land registry 

model suited to its infrastructure. Second, academic 

contributions have focused on policy or transparency 

aspects, while neglecting a mathematical framework that 

integrates cryptographic primitives into property 

transactions. This study addresses this gap by introducing 

Weierstrass-form elliptic curve cryptography (ECC) as a 

rigorous, efficient solution for digital land registries in 

Bangladesh. 

III. Mathematical Framework 

Elliptic Curve Cryptography: Mathematical Foundation 

Elliptic Curve Cryptography (ECC) is a class of public-key 

cryptosystems that derives its security from the Elliptic 

Curve Discrete Logarithm Problem (ECDLP), which is 

computationally infeasible to solve within polynomial time 

[14, 15]. An elliptic curve E over a finite field    (where 𝑝 is 

prime) is is generally defined in the short Weierstrass form: 

           (    𝑝)            

The non-singularity condition ensures that the curve does 

not contain any cusps or self-intersections. The set of all 

solutions (   )          together with a special point at 
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infinity, forms an abelian group under the operation of point 

addition
16

. This group structure makes elliptic curves 

suitable for defining secure cryptographic primitives. 

Group Law and Operations 

The group operation on an elliptic curve is defined through 

point addition. If   (     ) and   (     ) are two 

points on the curve, their sum       is obtained by 

drawing a line through P and Q, finding the third 

intersection with the curve, and reflecting it across the  -

axis. The case     corresponds to the point doubling 

operation. These rules, when formalized algebraically, 

endow the set of points on the curve with associativity, 

identity, and inverse elements, thereby forming a group. 

This group structure allows us to generate cyclic subgroups. 

For a base point P of large order n, the subgroup 〈 〉  
*          (   ) + is cyclic and forms the basis of 

key generation in elliptic curve cryptography
16

. 

Elliptic Curve Discrete Logarithm Problem (ECDLP) 

The security of ECC relies on the difficulty of solving the 

elliptic curve discrete logarithm problem (ECDLP). 

Specifically, given a base point      on the curve, it is 

computationally infeasible to determine the integer d within 

polynomial time for large parameters. Unlike the integer 

factorization problem used in RSA, which has sub-

exponential algorithms, the best-known algorithms for 

ECDLP remain exponential in complexity. This hardness 

ensures that ECC achieves equivalent security with much 

smaller key sizes, making it highly efficient
17

. 

Key Generation in ECC 

The process of generating keys in ECC is straightforward 

but mathematically secure. Each user selects a random 

integer d within the range ,     - as their private key, 

where n is the order of the base point. The corresponding 

public key is computed as       where P is the base 

point on the curve. While computing Q from d and P is 

efficient through repeated point addition (scalar 

multiplication), recovering d from P and Q is 

computationally infeasible due to the ECDLP
15,18

. 

Elliptic Curve Digital Signature Algorithm (ECDSA) 

The elliptic curve digital signature algorithm (ECDSA) is 

one of the most widely used cryptographic protocols based 

on elliptic curves
19

. It enables secure authentication by 

binding a digital message to a signer’s private key. 

 Signature generation: To sign a message digest m, the 

signer chooses a random ephemeral key k, computes 

the point     , and lets             The second 

component of the signature is computed as   
   (    )        where d is the private key. The 

signature thus the pair (   )  

 Signature verification: Given (   ) the verifier 

computes              then calculates    
         and              The point       

    is determined, and the signature is accepted if 

            

Since the verification process depends on the group 

structure of the elliptic curve, forging a valid signature 

without knowledge of the private key is computationally 

infeasible. 

Illustrative Example 

To illustrate the mechanics of ECC in a simple manner, 

consider an elliptic curve over the small finite field     

defined by: 

             (      )  

Let the base point be   (   )  Suppose a user selects 

    as the private key. The corresponding public key is 

      computed via repeated point addition. If the user 

wishes to sign a short message, digest t    , they follow 

the ECDSA steps using a chosen random k, producing a 

signature pair (   ). The verification process, using only Q 

and the public parameters, confirms the authenticity of the 

signature
20

. 

Although the field size is small in this example, making 

computations feasible by hand, the same principles apply in 

practice with much larger primes (e.g., 256-bit), where the 

system becomes secure against brute-force attacks. 

IV. Methodology 

Rationale for Using ECC 

The existing land registration system in Bangladesh relies 

heavily on handwritten documents and manual seals, which 

are prone to forgery, loss, and disputes
21

. To overcome 

these challenges, a digital system with cryptographic 

safeguards is necessary. Elliptic Curve Cryptography 

(ECC) is particularly suitable for this purpose because it 

provides strong security with significantly smaller key sizes 

compared to traditional RSA systems. This efficiency 

reduces computational costs and storage requirements, 

making ECC ideal for deployment in registry offices across 

Bangladesh where digital infrastructure is often limited. 

Application to Land Registry Transactions 

In the proposed framework, ECC is employed primarily for 

digital signatures and authentication between citizens, land 

officials, and the central registry authority. Each participant 

is assigned a unique pair of cryptographic keys: 

 Private key (d): It is securely stored by the citizen or 

official. 

 Public key (Q): It is stored in the registry database and 

available for verification. 

When a land transaction is initiated (e.g., transfer of 

ownership), the owner generates a digital signature using 

the Elliptic Curve Digital Signature Algorithm (ECDSA). 

The registry authority verifies this signature against the 

stored public key, ensuring that the transaction was 
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authorized by the rightful owner. Because the verification 

process is mathematically tied to the elliptic curve group 

law, fraudulent alterations are computationally infeasible 

[22].  

Workflow Model for Bangladesh 

The proposed system follows four essential steps: 

a) Registration: Citizens generate ECC key pairs during 

enrollment, creating a digital identity bound to their 

property records. 

b) Transaction Request: For land transfer, the owner signs 

the request using ECDSA. 

c) Verification: Registry officials verify the digital 

signature using the stored public key and validate 

consistency with blockchain records. 

d) Ledger Update: Once verified, the transaction is 

appended to the blockchain, ensuring both 

immutability and transparency. 

This workflow directly addresses issues of forged papers, 

fake signatures, and unauthorized transfers, which are 

prevalent in the current manual registry system [21]. 

Another format of the workflow has been represented in 

figure 4.1. 

 

Fig. 4.1. Flowchart of ECC-based Land Registry. 

Table 4.1: Comparison between Manual vs ECC-based land 

registry system. 

Feature 
Current Manual 

System 

Proposed ECC-Based 

System 

Verification 

Method 

Handwritten 

signatures & seals 

(easily forged) 

Digital signatures 

(ECDSA) with 

mathematical verification 

Forgery Risk 

High–fake papers, 

duplicate seals 

common 

Very low – requires 

solving ECDLP, 

practically infeasible 

Processing 

Speed 

Slow – manual 

verification and 

filing 

Fast – automated 

verification using public 

keys 

Feature 
Current Manual 

System 

Proposed ECC-Based 

System 

Transparency 

Limited – records 

can be hidden or 

altered 

High – verifiable digital 

records, possible 

blockchain ledger 

Storage & 

Security 

Vulnerable to loss, 

fire, or tampering 

Secure digital database 

with cryptographic 

protection 

Scalability 
Difficult – paper 

archives are bulky 

Easy – supports 

nationwide digital 

integration 

 

Integration with Blockchain Framework 

The land registry database is maintained on a permissioned 

blockchain, where each block records verified land 

transactions. ECC-based digital signatures serve as the 

access and validation mechanism, ensuring that only 

legitimate owners and verified officials can authorize 

updates. This design creates a tamper-resistant ledger of 

property ownership while preserving accountability at each 

stage. The blockchain ensures immutability, while ECC 

ensures transactional authenticity [23]. 

Justification for Weierstrass Form 

Although multiple representations of elliptic curves exist 

(e.g., Edwards, Montgomery), the Weierstrass form remains 

the most widely standardized and adopted in government 

and industry cryptographic libraries. Its mathematical 

properties are well-understood, and it forms the basis of 

existing standards such as NIST P-256 and secp256k1, 

widely deployed in financial technologies [24]. By 

leveraging the Weierstrass form, this framework ensures 

compatibility with existing security infrastructures, while 

providing a robust foundation for future upgrades. 

V. Results and Discussion  

Hardness of Forgery and ECDLP Security 

The central mathematical guarantee of the proposed 

framework comes from the elliptic curve discrete logarithm 

problem (ECDLP). Formally, given a base point P on a 

curve  (  ) of large prime order n, and a public key 

    , no efficient algorithm is known to recover the 

private scalar d from (   ). The best known generic 

attacks, such as Pollard’s Rho, require  (  ) operations. 

For a 256-bit prime-order subgroup, this corresponds to 

approximately      steps which is far beyond feasible 

computation
15,25

. 

This translates directly into the land registry context: 

forging a digital signature on a property transfer would 

require solving an instance of the ECDLP. With         , 
the expected effort is comparable to      operations, 

rendering forgery mathematically infeasible. This is 
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illustrated in Figure 5.1, which shows the exponential 

decline in forgery probability as ECC key sizes increase. 

 

Fig. 5.1. Forgery probability vs ECC key size. 

Signature Size and Efficiency of Verification 

Another measurable result is the compactness of elliptic 

curve signatures. An ECDSA signature consists of two 

integers (   ), each bounded by the group order n. For a 

256-bit curve, both values require 256 bits, giving a total 

signature size of only 512 bits (64 bytes). By comparison, 

RSA-3072 requires signatures of at least 384 bytes [19]. 

Verification also has a mathematical advantage: ECC 

signature verification involves two scalar multiplications 

and one addition in the elliptic curve group. With optimized 

algorithms (e.g., double-and-add, windowed methods), the 

asymptotic complexity  (    ). By contrast, RSA 

verification requires modular exponentiation with a 3072-

bit modulus, which is asymptotically more costly.  

Here, figure 5.3 compares overall performance metrics such 

as forgery risk, verification speed, storage efficiency, and 

transparency. 

 

Fig. 5.2. Overall performance matrices for specific systems 

Storage and Ledger Growth Analysis 

From a mathematical perspective, long-term storage 

requirements can be modeled as: 

 ( )  (   )       

where s is the signature size, m is metadata size, R is the 

average number of transactions per day, and T is the 

number of days. Substituting      bytes,       bytes, 

and a conservative R=1000, the growth over five years is 

approximately: 

 (       )  (         )  (          )         

This shows that the cryptographic data overhead is 

negligible for national-scale adoption. Here, figure 5.3 

presents projected ledger growth over multiple years under 

different transaction loads, confirming that even higher 

activity levels result in manageable storage requirements. 

 

Fig. 5.3. Ledger growth over multiple years for different 

transactions. 

Implications for Bangladesh 

The mathematical results have direct relevance for 

Bangladesh’s land registry modernization. Currently, 

forged deeds and multiple sales of the same property are 

among the most common sources of dispute, with land-

related cases accounting for a large majority of civil 

litigation
26

. By anchoring every transaction in a 

mathematically verifiable signature, the possibility of 

fraudulent duplication is eliminated. 

The small size of ECC signatures (64 bytes) also makes 

them particularly suitable for integration with Bangladesh’s 

existing e-Mutation system, where bandwidth and storage 

are constrained in rural offices
27

. The computational 

efficiency ensures that verification can be performed on 

modest hardware, which is a realistic requirement in local 

land offices. 

 

Fig. 5.4. Estimated percent of land cases due to disputes over 

the next 5 years. 
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Fig. 5.5. Expected impacts on various factors over time.  

Figure 5.4 shows the projected reduction in land-related 

disputes over time with ECC adoption, while Figure 5.5 

summarizes expected impacts on disputes, processing 

times, and citizen trust. In addition, Figure 5.6 highlights 

how vulnerabilities such as forgery, data loss, and lack of 

transparency are significantly reduced under ECC 

compared with manual or RSA-based systems. 

Fig. 5.6. Vulnerability comparison between various systems 

Limitations and Path Forward 

Although the mathematical foundations are sound, practical 

limitations remain. Key management poses a challenge: if 

private keys are lost or misused, rightful owners could face 

new types of disputes. Institutional readiness, including the 

legal recognition of digital signatures under land law, is 

also essential [28]. Furthermore, while blockchain 

integration could provide stronger immutability guarantees, 

it introduces higher storage and synchronization costs, 

making ECC-only solutions an immediate option. 

VI. Conclusion and Future Work 

This paper has proposed an algebraic cryptographic 

framework, based on elliptic curve digital signatures, for 

strengthening Bangladesh’s land registration system. By 

implementing the design in the hardness of the elliptic 

curve discrete logarithm problem, the framework ensures 

mathematical resistance against forgery. The analysis 

showed that ECC signatures are compact, efficient to 

verify, and impose negligible storage growth even at 

nationwide transaction volumes. These properties make 

ECC particularly well suited for Bangladesh, where land 

disputes are pervasive, legal processes are slow, and rural 

offices face resource constraints. Integrating such a system 

would significantly reduce fraudulent transfers, increase 

transparency, and enhance trust in property ownership 

records. 

At the same time, the study has recognized key challenges. 

Legal recognition of digital signatures under land law, 

institutional preparedness, and citizen-level awareness 

remain essential for successful implementation. 

Furthermore, key management and recovery policies must 

be developed to address potential risks arising from the loss 

or misuse of private keys. 

Looking forward, several research and implementation 

pathways remain open. First, pilot deployments could 

empirically measure transaction throughput, latency, and 

storage behavior in local land offices, validating the 

mathematical projections. Second, integration with national 

digital identity infrastructure could create a seamless link 

between individuals and their cryptographic property 

records. Finally, blockchain-based extensions such as smart 

contracts for automated ownership transfer could be 

explored once foundational ECC adoption is in place, 

providing stronger immutability at the cost of higher system 

overhead. 

In conclusion, this work demonstrates that algebraic 

cryptography offers a mathematically rigorous, practically 

efficient, and contextually relevant solution for digitizing 

Bangladesh’s land registry. By combining strong security 

guarantees with realistic implementation strategies, it 

establishes a foundation for transparent, corruption-

resistant, and future-ready land governance. 
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